Lab2. Linux Commands

$who

this command is used for seeing who is on the systemyaith

cmdl | cmd2 (Pipes)

using pipes, the output of the command1l can be used as inpohiarand2

$ who | sort : sorted list of the names who is orsjistem

$ who | we —I : find out how many users are logged

$man

this command is used for getting help about the specified comnsaige.

$ man cat : displays the cat command usafgemation

B4. File SystenSecurity

In unix each file and directory has associated access rights which may be found bistyporgs Ig.

-rwxrw-r-- 1 eeblab beng95 2450 feblBO filel



Accesgights
File size
Creationdate
File name
Owner of thdfile

Group of théfile

Acces rights:

directoryfOwne

Grou

U7

- rwx

r'w-

d rw-

"'w-




first column indicates that it is directory or file. If it is directoahis present otherwise it is empty,

next 3 column groups indicate the file permissions of the owner of the file or directory, group of people to
whom the f,le or directory belongs and other users respectively.

onfile

r: read and copy thide

w : change théle

X : execute a file

on directory:

r : allows users to list files in thdirectory

w : allows users to delete files from the directory or move filesiinto

x : allows to access files in tldérectory

$ chmod (changemode)

this command is used for changing access rights of the fileemtory

$ chmod go —rwx biglist : remove read, write and execute permissions on the file biglist for the group and
others.

$chmod a+rw bidfile : add read and write permission on the file bigfile fosals



$chmod 500 listl : gives read and execute permission to the owner and removes rgetrafigstons
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C. Processes andobs

A process is an executing program identified by a unique PID (process identifier). It can be in background,
in foreground or bsuspended.

$ps
this command is used for seeing information about the processes.
$ps —aux : used for seeing the processestails

&

this symbol is used for working the process on the background.

Sort command is worked on the background

[1] aindicates the PID number, 7@0ndicates the proce&i0



$ sort list > sortedlist &

[1] 770

$bg

this command is used for background a current foreground process.

$fg

this command is used for foreground a background or suspprussss

This is used for background a current workgmngcess

$ sleepl00

nZ

# bg

$jobs

this command is used for listing suspended and backgmacdsses

$jobs

Lists the background and suspended processes then restarts the suspended prab@ds sleep



[1] Suspended slegfD0
[2] runningnetscape
[3] runningnedit

$fg 1l

nZ

this is used for suspendingai

~"C

this is used for killing gob

$ kill

this command is used for killing suspended or backgrpuodess

sleep 100 jobs is killed. If the process refuses to be killed, -9 option is used ($
kill -9 20077)

$ps
PID TTY STAT TIME COMMAND

20077 pts/5 S 0:05 sldg®)®



21357 pts/5 T 0:00 netscape

$ kill 20077



